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Presenter Notes
Presentation Notes
Our customer’s problem statement:
How do we determine what solution to implement for Zero Trust compliance?
Electrosoft employed an architectural tool to combine business processing modeling with data science to develop a robust set of standards for what Zero Trust compliance looks like.
How can we ensure that the solution will apply across the enterprise?
We built the solution model as granular as possible while assuring it was:
Environment agnostic
Vendor agnostic
Technology agnostic
Formulated using basic solution requirements to avoid brittle processes



Simplified Business Process
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We broke down a basic cyber business process: A user logs on, a user gets access to data, and a user logs out.
This is the most basic business process that occurs in cyber. We needed to capture how this process will occur in 2033 when Zero Trust implementation is “complete.”
The full business process consists of 43 security processes that must be successfully completed from log on to log out.
Each of the 43 required security processes were then mapped to the 152 DoD Zero Trust Activities.
Mapping revealed 1,462 relationships between Zero Trust Activities and the simple process diagrammed above. It also demonstrates the complexity of Zero Trust.



Demo Process Closer Look
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In terms of how we defined Zero Trust solution requirements, this briefing only focuses on one process.



Singular Process to Map to Activity
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The previous slide provided a high-level overview of the process. When we dive into Device Authentication/Authorization, many processes must happen prior to meeting that high-level capability.
We will focus on the Security Check that must occur on devices prior to authorization to the network.
This is currently viewed through a Network Security Capability lens aka What does an effectively implemented Network Security Zero Trust Capability look like?
Again, there were 1,462 Zero Trust Activity to Security Process relationships established, so even within this singular process we will only focus on the Vulnerability Management Process.
For the 2033 vision of our networks, Vulnerability Management will cease to be a once-a-week scan where we hope that each device is online and can provide a status. Instead, for a device to be authorized on the network it must meet current security posture requirements.  
For a full robust implementation, we want to answer four questions to determine if a solution fulfills the requirements of Zero Trust.
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Question 1: What are the decision points for the enterprise? (Think Relationships Between ZT Activities and Business Processes)
The first decision point is what a Go Security Check and a No-Go Security Check looks like:
Our customer is going to use the DISA security posture grading criteria. They look at systems and grade them based on patches applied/not applied and the criticality levels of the vulnerabilities.  
The next decision point is the thresholds for Go and No-Go:
Our customer can set thresholds at:
CCRI score of A-B is a Go
CCRI score of B-C requires remediation/patching prior to reevaluation for a Go
CCRI score greater than C requires quarantine, notification to security and/or help desk based on playbook


Device Authentication/

Authorization

/ / Authentication /

1
Organizational
Policy:

Thresholds/Processes

2
Technical
Capabilities:

Solution Must
Statements

SA

Question 2

' Security Check


Presenter Notes
Presentation Notes
Question 2: What must the Zero Trust solutions be capable of doing? (Think Relationships Between ZT Activities and Business Processes)
The organizational policy determined that the solution must be able to:
Communicate with a device to determine its security posture.
Communicate with the authoritative source for vulnerability management to determine current vulnerabilities.
Utilize assessment data from the authoritative source to determine what actions are taken regarding the device.
Use the determination of the device’s security posture to:
Move the device to authorized micro segmentation VLAN for access.
Move the device to remediation VLAN for patching.
Move the device to quarantine VLAN and notify or initiate notification procedure to security personnel.
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Question 3: What data dependencies exist and must be accomplished prior to having a fully functional Zero Trust solution in place? (Think Upriver and Downriver Issues)
Authoritative Vul Mngmnt System must pull:
CCRI score grading criteria
Current required patches
Implementation date for patches
Criticality rating of patches
Remediation VLAN must have access to:
Patching requirements based on device type/OS
Patches
Exemption lists
This is a great time to ask, What other data will be generated here that can be ingested elsewhere?
A real-time security posture for the network
A real-time device inventory by micro-segmented VLANS
Macro segmentation decision points (Does a non-priv user account need to be working on the same VLAN as the domain controllers?)
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Question 4: What else must be online and functional to state that there is a fully functional Zero Trust solution in place? (Think Interoperability)
Vulnerability Management Network Manager (Authoritative Source)
Remediation VLAN
Micro Segmented VLANs
Macro Segmented VLANs
Some of these can be brought online in parallel (VM Interrogation can be brought online in parallel with the Remediation Capability being developed. Moving the device to the remediation VLAN would have to be removed until on-the-fly patching is operational. A POA&M would be written explaining why only partial functionality is achieved currently and providing a “get well” date.).
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What does it all mean, Basil?
If there are 1,462 relationships and we put an answer to four questions based on all these relationships, what do I do with that or am I just making work to justify my work?

Going back to slide 1 and then slide 4, you get a summarized idea of the Network Security Solution requirements:
Device Authentication (Integration with enterprise IdP, etc.)
Device Authorization (consisting of micro – macro segmentation and vulnerability management security checks)
Device Attribute Checks (device clearance levels, device role attributes, device location attributes, etc.)
Now you have the metrics to determine:
What decision points need to be incorporated into organizational policy.
What proposed solution (software, hardware, etc.) fulfills the Zero Trust capabilities with a cross-pillar perspective.
What data is required for consumption and what data is developed for inclusion in other processes.
What the interconnection or sequence dependencies are.
You can now look at solutions and their configurations to determine if they are “Zero Trust compliant” and if you have met the Zero Trust Capability Outcomes and can bring a Red Team on board for assessment.
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